Privacy Notice

UMPHAKATHI OKHATHAZEKILE (“CYPSA”)
(REG. NO.: 078-436-NPO)

Before accessing or using our Sites, please ensure that you have read and understood our collection,
processing, storage, use and disclosure of your Personal Information as described in this Privacy Notice.

Please note that this Privacy Notice does not address, and we are not responsible for, the privacy,
information or other practices of any third parties, including any third-party operating any site to which
our Sites contain a link. The inclusion of a link on the Sites does not imply endorsement of the linked
site by us or by our affiliates.

LAST REVISED 31/01/2023
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1. What is this Privacy Notice about?

UMPHAKATHI OKHATHAZEKILE (“CYPSA”), an Organisation with registered office at Silverstream Farm,
Kranskop, Kwa-Zulu Natal, 3268 ("Data Controller", “CYPSA", "we", "our" and "us") respects your privacy
and wants you to be familiar with how it collects, uses and discloses information directly or indirectly
relating to you as an individual ("Personal Information"), and the rights that you have in this regard.

CYPSA is the data controller (within the meaning of the Protection of Personal Information Act 4 of 2013
(“POPIA”), responsible for the processing of your Personal Information described in the Privacy Notice.

This Privacy Notice also (the "Privacy Notice") describes how the Data Controller processes your
Personal Information collected in relation to websites (our “Websites”) and applications, widgets and
other mobile interactive features (collectively, our “Apps”) (all collectively, Apps and Websites, the
“Sites”).

2. What Personal Information do we collect about you?

Through our digital platforms, either on-line or offline (CYPSA events), we collect, and process Personal
Information as follows:

When you submit Personal Information to us. We collect Personal Information about you when you
actively provide it to us, such as when you or post comments, photos and videos, or chat with users.

When you use our Sites and/or partner Sites. We (and third-party partners on our behalf) collect non-
Personal Information about you automatically as you use our Sites.

When you are on social media platforms. We may collect Personal Information about you when you
interact with us or post public content on social media platforms.

When you are offline: We collect your Personal Information when you are not using our Apps and/or
Sites, for example when you participate in CYPSA events and/or affiliated events.

Personal Information we collect and process about you

Contact and profile information (where applicable): Personal Information, such as your name, phone
number, address, business information, and e-mail address, when you register for our Sites, sign up for
our mailing list, or otherwise communicate or interact with us (including, but not limited to: first name
and last name; date of birth; email address; country of residence; gender; telephone numbers; age.

Preferences and interests information: Preferences set for notifications, marketing communications
and how our site is displayed.

Social media profile: When you interact with our Sites through various social media networks, such as
YouTube, or other platforms that permit users to interact with other users and share content publicly.

User Generated Content (UGC), comments, chat and opinions: When you contact us directly, e.g., by
email, phone, mail, by completing an online form or by participating in an online chat, we will record
your comments and opinions. We will also record comments and opinions you express when
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responding to surveys. These categories of Personal Data may also include voice recording, photo and
video, if you allow the Sites to use live video streams from your device camera.

Information automatically collected

When you use our Sites, read our emails, or otherwise engage with us through a computer or mobile
device, we and our third-party partners may automatically collect anonymous information about how
you access and use our Sites and information about the device you use to access our Sites.

We use this information to enhance and personalise your user experience, to monitor and improve our
Sites, and for other internal purposes.

We typically collect this information through a variety of tracking technologies, including cookies, web
beacons, embedded scripts, region-identifying technologies, and similar technology (collectively,
“tracking technologies”).

Tracking technologies will allow us; to provide you with personalised marketing communications;
combat fraud; analyse and improve how our services; and fulfil other legitimate purposes.

You can accept and reject these technologies (except when necessary for the proper functioning of the
Site) by adjusting your browser settings.

Listed below is the information we may collect automatically:

Information pertaining to your use of our Sites (e.g., how many times and for how long you interact
with the Site, what videos you have watched, which website you came from, how many times you
clicked on an item).

Personal Data related to your interactions with our marketing communications (e.g., if you open them
or not, if you click on them or not).

Information about the device(s) you use to access and interact with our Sites (e.g., this enables us to
know if you are using a computer, a tablet or a smartphone, and such things as screen resolution,
operating system, type of Internet connection, browser and IP address, and server log file information).

Behavioural Data: We monitor your behaviours on our site and other marketing platforms to tailor
marketing communications related to your interests.

Analytics information: We may collect analytics data, or use third-party analytics tools, to help us
measure traffic and usage trends on our Sites, to understand more about the demographics and
behaviours of our users.

Events and images: We may collect and disclose your personal information, such as images in relation
to events, in publications or on websites where the events are captured for promotional purposes.
Where events are of a public nature and streamed or shared abroad, your attendance is taken as
consent should you appear in any coverage of the event.

Third-party data collection and interest-based advertising

Interest-Based Advertising (where applicable): We participate in interest-based advertising and use
third-party advertising companies to serve you targeted advertisements based on your browsing
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history. We permit third-party online advertising networks, social media companies and other third-
party services to collect information about your use of websites and mobile apps over time so that they
may play or display ads on Websites and Apps or Sites you may use. Typically, though not always, the
information used for interest-based advertising is collected through cookies or similar tracking
technologies, which recognise the device you are using and collect information, including click stream
information, browser type, time and date you visit the site and other information. We and our third-
party partners use this information to make the advertisements you see online more relevant to your
interests, as well as to provide advertising-related Sites such as reporting, attribution, analytics and
market research.

Social Media Widgets and Advertising: Our Sites may include social media features, such as YouTube or
other widgets. These social media companies may recognise you and collect information about your
visit to our Sites and may set cookies or employ other tracking technologies. Your interactions with
those features are governed by the privacy policies of those companies. We may display targeted
advertising to you through social media platforms, such as YouTube. These companies have interest-
based advertising programs that allow us to direct advertisements to users who have shown interest in
our Sites while those users are on the social media platform, or to groups of other users who share
similar traits, such as likely commercial interests and demographics. These advertisements are
governed by the privacy policies of those social media companies that provide them.

User Experience Information: On some of our Sites, we use third-party tools to monitor user experience
information. These tools automatically collect usage information, including mouse clicks and
movements, page scrolling and any text keyed into website forms. The information collected does not
include passwords, payment details, or other sensitive Personal Information. We use this information
for site analytics, optimisation and to improve website usability. We do not permit this information to
be shared with or used by third-parties.

Interest-based data might be used by third-party companies in order to provide advertisements about
goods and services of interest to you.

We may link or combine your activities and information collected from you on our websites and mobile
apps with information we collect automatically through tracking technologies. This allows us to provide
you with a personalised experience regardless of how you interact with us — online, on mobile or social
media.

3. What Personal Information do we not collect about you?

We do not collect and process Personal Information (defined as "Sensitive Personal Information")
pertaining to:

sexual life or orientation; political opinions;

religion or philosophical beliefs; trade union membership;
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We ask that you not send us, and not to disclose, any of the above Sensitive Personal Information
through our Sites or otherwise to us.

4. Collection of information from minors - warning for parents

Persons under the age of 18 must not provide their Personal Information without the consent of
parents, which may occur through contact forms provided on our Sites.

Individuals under the age of 18 cannot participate in the activities listed in section 6 when these are
grounded on consent, such as receiving marketing communications and/or personalised messages
based on location, and we will not process their Personal Information.

Parents should also be aware that our Sites provide links to related pages on other Sites, for which Sites
we do not control content or bear responsibility.

5. Your choices and control over your information

Profile and data sharing settings (where applicable): You may update your profile information, such as
username, address, or billing information, and may change some of your data sharing preferences on
your Account Page.

How to control your email preferences: You can stop receiving promotional email communications from
us by clicking on the “unsubscribe” link provided therein. You may not opt out of service-related
communications (e.g., account verification, transactional communications, changes/updates to
features of the service, or technical and security notices).

Modifying or deleting your information: If you have any questions about reviewing, modifying, or
deleting your information, or if you want to remove your name or comments from our website or
publicly displayed content, you can contact us directly as further detailed in Section 10 of this Privacy
Notice. We may not be able to modify or delete your information in all circumstances.

Geolocation (where applicable): Subject to your consent being provided, your location may be shared
with us. We may continue to approximate your location based on your IP address when you access the
service through a computer or device.

Photos, video, and voice recording: You may control or choose to exclude, certain functionalities of our
Sites concerning the processing of photos, video, live streaming, and voice recording by preventing our
Sites from accessing the camera and/or microphone of your device.

Cookies: Most browsers allow you to adjust your browser settings to:

* let you identify cookies stored;
* remove existing cookies; and/or
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* set your browser to automatically reject cookies.

Blocking or deleting cookies may negatively impact your experience using the Sites, as some features
on our Sites may not work properly.

You may set your e-mail options to prevent the automatic downloading of images that may contain
technologies that would allow us to know whether you viewed or engaged with our emails.

Mobile advertising: You may also be able to limit interest-based advertising through the settings on
your mobile device by selecting “limit ad tracking” (iOS) or “opt-out of interest-based ads” (Android).
You may also be able to opt-out of interest-based ads served by mobile ad networks.

6. How do we use your Personal Information?
a) To respond to your inquiries and requests:

* Torespondto yourinquiries, complaints and suggestions regarding our Sites, that you send
us via Sites or other communication channels.

* Legal basis for processing: our legitimate interests to handle, adequately and in a timely
manner, customers' inquiries, complaints and suggestions regarding the Sites.

b) To inform you about changes to the Sites' terms and conditions and to this Privacy Notice:

* To send you information about the changes to the Sites’ terms and conditions and to this
Privacy Notice.

* Legal basis for processing: our legitimate interests to inform you well in advance of those
changes taking effect.

c) Marketing communications:

* To send you or have our commercial partners (individually a "Commercial Partner" and
collectively "Commercial Partners") send you direct marketing communications via
different channels, such as email or SMS. Direct marketing communications inform you,
among others, about promotions or other similar activities, about CYPSA and affiliated
brands, services and Sites.

* Legal basis for processing: your consent.

* You can let us know that you wish to withdraw your consent by email, by calling us or
writing to us using the contact information listed in section 10 of this Privacy Notice.

d) Personalisation of marketing communications:

¢ We may tailor our marketing communications to you (including personalisation of ads and
recommendation of content displayed on our digital properties and third-party websites
desktop and mobile applications) based on:

i. your profile information;

ii. how you interact with our Sites (e.g., logging in—enterinrg—a—promotion—wihriRg quiz
participation, uploading content); and/or
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iii. your interactions with our marketing communications (e.g., if you open them or not, if
you click on them or not, if you watch them or not, if you engage with them or not).

* Legal basis for processing: your consent.

* You can withdraw your consent to receive direct marketing communications, by clicking on
the link "Unsubscribe" at the bottom of every marketing email. During an ongoing
promotion, you can also change your settings in your profile. Alternatively, you can let us
know that you wish to withdraw your consent by email, by calling us or writing to us using
the contact information listed in section 10 of this Privacy Notice.

Data analytics for reporting and analysis purposes:

e We collect your Personal Information on our websites and/or mobile applications to create
aggregated and anonymised reports and to measure the performance of marketing
campaigns. From this analysis, we derive market trends for our digital activities and use
them to improve and adapt our services.

e For this purpose, we may collect information pertaining to your use of our websites and/or
mobile applications and information about the device(s) you use to access and interact with
the services, including when you:

i. register, verify your email address, verify your phone number, log out, or log in to one
of our websites and/or mobile applications.

ii. accept a website’s and/or mobile application’s legal terms, such as its Terms &
Conditions and Privacy Policy.

iii. interact with a website’s and/or mobile application’s content, such as clicking on a
link, liking content, or sharing content.

* Legal basis for processing: our legitimate interests to improve our services.
Compliance with our legal obligations:

* To comply with our legal obligations, legal proceedings or government authorities’ orders
which can include orders from government authorities outside your country of residence,
when we reasonably believe that we are legally required to do so and when disclosing your
Personal Data is strictly necessary to comply with the said legal obligations, proceedings or
government orders.

* Legal basis for processing: compliance with our legal obligations.
Lawful protection of our interests:

* Tolawfully enforce our terms and conditions, protect our operations or those of any of our
affiliates, protect our rights, privacy, safety or property, and/or that of our affiliates, and
allow us to pursue available legal remedies or limit the damages that we may sustain.

* Legal basis for processing: our legitimate interest to lawfully protect our organisation.
Fraud detection:

*  We process your profile information, information pertaining to your use of our Sites and
information about the device(s) you use to access and interact with our Sites, to identify if
any fraudulent installations of our Sites are being committed.
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* Legal basis for processing: our legitimate interests to protect our organisation against
fraud.

7. To whom is your Personal Information disclosed?

We may share information in a variety of circumstances for the functioning of our Sites, to respond to
your requests, to improve your experience, and to otherwise conduct our business. For example, we
may share information with:

* Partners and affiliates of Kwasizabantu Mission, who may use your information in a manner
consistent with this Privacy Notice;

* service providers to provide you with the services and engagement offered via our Sites; or

8. What about transfers of Personal Information outside South Africa?

To achieve the purposes described in this Privacy Notice, we may transfer your Personal Data to
countries that might not offer the same level of protection. Our data transfers to the countries that do
not offer an adequate level of protection are subject to appropriate safeguards in accordance with the
POPIA, including standards issued by the relevant authorities.

9. What about links to other websites, applications, platforms and the like?

When using the Sites, you can come across links to other websites, applications and platforms that are
not provided by us but by other companies. We are not responsible for such websites, applications and
platforms, and this Privacy Notice does not apply to them. You should read the policies and rules that
such companies have posted on their websites, applications and platforms to understand how they
protect your privacy.

10. What are your rights in relation to our processing of your Personal
Information?

Your rights in relation to our processing of your Personal Information

With regard to our processing of your Personal Information described in this Privacy Notice, you may
have the right under certain circumstances to:

* be provided with a copy of any Personal Information that we hold about you, and receive
information about our processing of your Personal Information;

*  require us to update or correct any inaccurate or incomplete Personal Information;

*  require that we stop processing your Personal Information for:
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i. personalisation of marketing push notifications; or
ii. the purpose of sending you direct marketing communications.
You may also have the right, in certain circumstances to:
*  object to the processing of your Personal Information;
*  require us to delete your Personal Information;
. restrict our processing of your Personal Information; and

*  require us to transmit your Personal Information to you or to transfer or have it transferred to
another data controller.

Contacting us to exercise your rights

If you wish to exercise any of your rights, you can contact us using one of the options below:
e Download, complete and submit the relevant form in the PAIA Manual available on this Site
e Send an email: mail@cypsa.org.za
e Write to the postal address: Umphakathi Okhathazekile NPO, P.O. Box 252, Kranskop, 3268
e Callus by phone: +27(0) 32 481 5742

e Use the contact form (where available) on our Sites

Right to lodge a complaint to the relevant data protection authority

You have a right to lodge a complaint with the relevant supervisory authority if you are of the opinion
that any of your Personal Information is processed in a manner constituting an infringement of the
POPIA.

11. How long do we keep your Personal Information?

We intend to keep your Personal Information accurate and up to date. We will delete the Personal
Information that we hold about you when we no longer need it, provided that no legal retention
requirements exist.

12. How do we protect your Personal Information?

The security of your information is very important to us, and we have put in place safeguards to
preserve the integrity and security of information we collect and that we share with our Site providers.

However, no security system is impenetrable, and we cannot fully guarantee the security of our
systems. If any information under our control is compromised as a result of a breach of security, we will
take reasonable steps to investigate the situation and, where appropriate, notify those individuals
whose information may have been compromised and take other steps, in accordance with any
applicable laws and regulations.
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13. Applicable laws

This Privacy Notice is governed by and shall be construed in accordance with the POPIA and any other
mandatory provisions of applicable laws in South Africa

14. Updates to this Privacy Notice
You can find out when this Privacy Notice was last amended by checking "LAST REVISED" at the top of

this Privacy Notice.

If you object to any changes, you may close your account (where applicable). Continuing to use our
Sites after we publish changes to this Privacy Notice means that you have read and understood the

changes.

You can print, download or otherwise retain a copy of this Privacy Notice (and of any revised version)

for your records.
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